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Introduction
2020 and 2021 will go down in the history as one of the revolutionary years we've ever witnessed. 
The COVID-19 pandemic had an enormous impact on different sectors such as public health, 
supply chain, businesses, and more, affecting a major chunk of the world's population. Moreover, 
with scientists predicting that the virus, or its variants, are here to stay, organizations, and 
individuals are increasingly challenged to find ways to manage the constant changes in our lives 
today.

In terms of business operations and networking, the surge in remote working and adoption of 
cloud changed the entire cyber landscape and presented a multitude of networking challenges. 

Organizations are still struggling to adapt to the new environment and figure out how to sustain 
the tide of their business while cyber delinquents are fishing in the troubled waters..

According to Europol, the COVID-19 pandemic clearly sparked an upward trend in cybercrime 
and experts have predicted that cybercrime will cost the world a staggering $6 trillion, by the end 
of 2021. Further, threat actors have also started utilizing advanced technologies such as artificial 
intelligence and machine learning to increase the impact of the attacks.

The rapidly changing IT infrastructure has extended the network perimeter and expanded the 
attack avenues, prompting attackers to try new techniques, and making cyberdefense a 
herculean task for organizations.

With 2022 fast approaching, it's time for organizations to learn from the recent past and 
strengthen their network. Let's now look back at 2021 from a security perspective and discuss 
what needs to be done in 2022 to stay protected.

Let's take a look.

https://www.europol.europa.eu/newsroom/news/covid-19-sparks-upward-trend-in-cybercrime
https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
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Telecommuting and
hybrid work culture are
here to stay
By the later end of 2020, employees started 
returning to work in offices and it seemed 
like normalcy would be restored in 2021. 
However, the second wave of COVID-19 
forced the continuation of telecommuting 
in some enterprises while others opted for 
a hybrid working model. 

According to a survey by HR consulting 
firm Mercer, 70% of companies said they 
were planning to adopt the hybrid model, 
and according to Accenture, 83% of 
employees feel that the hybrid work culture 
is optimal for the future.

As for organizations, the decrease in 
operating cost and the increase in profit 
has motivated them to think about shifting 
to permanent remote work even after the 
pandemic ends. Having said that, business 
operations were less chaotic in 2021 since 
organizations knew how to calibrate 
themselves to the new normal.  

When it comes to ensuring network 
security, organizations have or are starting 
to evaluate their cybersecurity policies and 
defense systems to tackle the evolving 
cyberattacks. Challenges to be addressed 
include securing against exploitation of 
remote working platform vulnerabilities 
and cloud misconfigurations. 

https://www.imercer.com/products/flexible-working-policies-practices-survey?WT.ac=US-20210315-WHN-Flexpp
https://www.accenture.com/_acnmedia/PDF-155/Accenture-Future-Of-Work-Global-Report.pdf#zoom=40
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Surge in cyberattacks

Microsoft Exchange Server attack

Cyberattackers have been vigilant since the beginning of the pandemic and have utilized the 
shift in the paradigm to their advantage. According to VMWare, cyberattacks increased by nearly 
80% due to employees working from home. The expanded cyber landscape has increased the 
scope for cyberattackers to try out new attack techniques that can exploit loopholes in the 
perimeter-less security systems. 

Pandemic-themed phishing campaigns, ransomware, and malware attacks skyrocketed in 2021. 
Several organizations, including some of the global giants who are known for having top-grade 
security systems, fell victim to the attacks and lost millions of dollars.

Let's take a look at some of the notable cyberattacks of the last year and see how they were 
executed.

In early March, cybersecurity experts uncovered an extensive 
Microsoft Exchange Server (on-premises) attack that 
exploited vulnerabilities in Microsoft's mail server. The 
attackers gained full access to user emails and passwords on 
affected servers, administrative privileges, and access to 
connected devices on the same network.

The attackers took advantage of four separate zero-day 
vulnerabilities to get access to the victim's network. They only 
required the address of the server, which was obtained by 
carrying out a mass-scan for vulnerable servers.

Once a vulnerable server was identified, the attacker exploited 
two vulnerabilities that allowed them to connect to the server, 
authenticate as an imposter, and escalate the privilege of the 
compromised user account. Further, the attackers executed 
commands remotely to install a web shell to the server.

https://news.vmware.com/security/surge-in-cyberattacks-targets-anywhere-workforce
https://www.news18.com/news/tech/microsoft-exchange-mass-cyber-attack-impact-3516770.html
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Acer ransomware attack

The compromised server acted as a ''backdoor'' which allowed 
attackers to download emails, user credentials, access other 
systems in the network, install ransomware, and more. 

Though Microsoft released patches to fix the vulnerabilities, 
attackers continued to have access to those servers where 
web shell was installed. As a result, security professionals have 
to remove the malicious web shell manually to contain the 
spread of the attack. 

Several threat actors exploited the vulnerabilities and more 
than 30,000 organizations across the globe were affected in 
one of the most massive 2021 cyberattacks.

On March 2021, global computer giant Acer suffered a 
ransomware attack that attracted the highest ransom demand 
in the history. According to the Bleeping Computer, the threat 
actors demanded $50 million to return the encrypted data. 
The attackers reportedly exploited a Microsoft Exchange 
vulnerability to gain access to Acer's network and deployed 
REvil ransomware. 

The attackers released samples of the exfiltrated files 
including bank balances and financials to prove their 
responsibility for the attack. However, Acer did not 
acknowledge the attack but warned organizations to remain 
vigilant against abnormal network activities. The attackers 
offered a discount on the ransom if paid earlier and even were 
willing to provide a vulnerability report to help Acer secure 
their network from similar attacks. The attackers also 
threatened to double the ransom if the company failed to pay 
it after a stipulated time.

The attack on Acer was not an isolated case of a ransomware 
attack. According to the Checkpoint, remote work prompted 
by the pandemic has increased ransomware attacks by 93%.

https://www.bleepingcomputer.com/news/security/computer-giant-acer-hit-by-50-million-ransomware-attack/
https://pages.checkpoint.com/cyber-attack-2021-trends.html
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Saudi Aramco data breach

On July 2021, threat actors stole one terabyte of data from 
Saudi Aramco, a state-owned oil company in Saudi Arabia. The 
attackers released samples of data to prove they had 
compromised the organization's network.

Samples contained detailed information on Aramco’s 
employees, such as their full names, photographs, emails, and 
job titles. The attackers demanded $50 million from Aramco to 
recover the stolen data, with the promise that they would wipe 
it completely and not sell it to other parties. 

Saudi Aramco acknowledged the attack and advised that the 
data had been accessed through a third-party contractor and 
not through its own systems. According to Securelink, 51% of 
companies have suffered a data breach caused by 
vulnerabilities in the infrastructure of the third parties they 
deal with. 

https://www.flashpoint-intel.com/blog/saudi-aramco-data-breach-highlights-risks-to-oil-and-gas-industry/
https://www.securelink.com/research-reports/a-crisis-in-third-party-remote-access-security/
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Learnings from the past
security incidents
Here are some of the key takeaways based on our analysis of security incidents that happened in 
2021, including the ones mentioned above.

Cyberattacks have
become far more
customized

At the beginning of the pandemic, 
attackers targeted healthcare and 
educational sectors with ransomware 
attacks and credential stealing attacks. 
Healthcare institutions are playing a crucial 
role in providing treatment for the 
COVID-19 pandemic. Attackers nefariously 
halted the operations of these institutions 
with ransomware attacks. To resume 
operations to save lives, these institutions 
paid quickly and fully to the adversaries 
thus making the cyberattack a success. 

The attacks ranged from credential stealing 
to sophisticated ransomware deployments. 
Moreover, due to the enormous changes 
that have happened in the IT infrastructure, 
they have tweaked their attack patterns and 
added new techniques to their arsenal.

COVID-19 themed attacks continue to 
increase and even after so much discussion 
happening around it, individuals and 
organizations still fall prey to it. Phishing 
emails have now become highly localized 
and personalized, making it difficult for 
users to detect them. Attackers have also 
started exploiting zero-day vulnerabilities 
of remote working platforms extensively.

Further, as governments and security 
authorities try to secure healthcare and 
educational sectors, threat actors have 
shifted their focus to other industries such 
as banking, automobile, and 
manufacturing. These attacks cost an 
immense amount of money and also 
damage the reputation of the victim 
organizations. 

Furthermore, attackers have started 
utilizing and targeting IoT devices, to carry 
out vicious attacks. According to Imperva, 
bad bot traffic amounted to 25% of all 
website traffic during the pandemic. 
Organizations must keep a close watch on 
their network activities and must update 
their knowledge on new attack patterns. 

https://www.imperva.com/blog/bad-bot-report-2021-the-pandemic-of-the-internet/
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Ransomware
on the rise

Ransomware attacks surged by over 150% 
in 2021. Even organizations with top-class 
security systems fell victim as attackers 
encrypted sensitive files and demanded a 
ransom to provide a decryptor and return 
the files. In some cases, the data was not 
returned completely even when the 
ransom was paid.

Some of the noteworthy organizations that 
fell victim to a ransomware attack last year 
include Kaseya, Kia Motors, Acer, Saudi 
Aramco, and CNA Financial Corp.

Ransomware as a Service allows attackers 
to utilize ransomware tools that are already 
developed to carryout lethal attacks. The 
attackers who utilize the tool had to pay a 
share of the ransom to the developer of the 
tool, making it an additional source of 
income for them.

On the other hand, it's a costly affair for 
organizations. Ever since the pandemic 
started, there have been many cases where 
attackers have demanded a humungous 
ransom to return the stolen data. 
Organizations must take measures to 
secure their data against unprecedented 
attacks and must also create awareness 
among their employees.

Threat actors have also shifted their focus 
from double extortion to triple extortion 
ransomware attacks. 

Double extortion was an attack pattern 
where attackers would encrypt files or 
folders of an organization and demand a 
ransom followed by exfiltration and 
exposure of sensitive data. 

Triple extortion adds an additional layer in 
which the attacker also reaches out to the 
clients or vendors of an organization 
demanding ransom from them, as well, to 
return stolen data. Several organizations 
have recently started reporting triple 
extortion attacks.

https://atlasvpn.com/blog/ransomware-attacks-surge-by-over-150-in-2021
https://blog.checkpoint.com/2021/05/12/the-new-ransomware-threat-triple-extortion/
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Targeted attacks against
MSSPs are growing

Organizations often outsource the 
responsibility of maintaining a range of 
processes and functions to third-party 
organizations, to improve operations and 
to reduce expenses. Recently, attacks 
against these third-party organizations 
have grown since it is easier for the attacker 
to gain access to the entire data of an 
organization.  Further, attackers can gain 
access to multiple retailers' information 
through a compromised managed service 
provider (MSP). Recently, attacks against 
managed security service providers 
(MSSPs) have increased due to the lack of 
visibility that an organization has into the 
systems of the MSSP.

Organizations often fail to gauge the 
security system of MSSPs and as a result, 
suffer huge loss when these MSSPs fall 
victim to cyberattacks. Lately, attacks 
against MSSPs and MSPs have increased 
drastically, according to BlackBerry 2021 
threat report.

As third-party threats continue to increase, 
organizations need to be wary of the data 
they share with their third-party service 
providers and make sure that none of the 
sensitive data gets compromised if a 
cyberattack happens at the service 
provider's end.

https://www.channelfutures.com/mssp-insider/blackberry-research-mssps-increasingly-targeted-by-hacker-for-hire-groups
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Most of the major security incidents that occurred in 2021 involved ransomware. 
According to a report from Gartner, ransomware have become highly prevalent and 
sophisticated and will become top focus in 2022.

Further, security experts have predicted that ransomware attacks will become more 
complex and sophisticated in terms of scale and efficacy through enhanced 
capabilities to encrypt data obtained from organizations.

The alarming increase in triple extortion attacks is driving the need for organizations 
to establish a comprehensive security system which can help monitor the entire 
network and detect cyberattacks early. 

Cyberattacks to look
for in 2022
From what we have analyzed, it is pretty evident that hybrid networking will become the new 
norm in business operations. Having said that, most organizations do not currently have the 
proper IT infrastructure to ensure business continuity. It's time for network managers and 
security administrators to formulate plans to adapt to this change.

With 2022 around the corner, it's important to understand what cybercriminals will be bringing 
to the table next year. Let's  review the top four cybersecurity predictions for 2022.

1. Ransomware attacks will continue to
be the biggest threat

https://www.gartner.com/en/audit-risk/trends/audit-plan-hot-spots
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Despite the increase in cloud computing capabilities, organizations still face major 
cloud security challenges. Treating cloud security separately from securing 
on-premises resources is one of the major reasons why organizations still struggle to 
defend against cloud-based attacks. Cyberattackers, on the other hand, have started 
using on-premises compromises to make lateral attacks on cloud. Misconfigurations 
of cloud makes it easier for threat actors to gain access to the resources and carry out 
an attack.

In the past 18 months, 79% of companies have experienced at least one cloud data 
breach; even more alarmingly, 43% have reported 10 or more breaches in that time. 
The trend is forecast to continue in 2022 as more organizations shift to cloud.

Organizations need to integrate on-premises and cloud security, and establish strong 
authentication systems that can help detect unauthorized access to their internal 
resources. 

2.Cloud platforms will remain the top target

Supply chain attacks have multiplied lately and several organizations have fallen 
victim to it. Advanced persistent threat groups have started targeting key suppliers 
and vendors to infiltrate and disrupt the organization's systems.

This makes it easier for the threat actor to reach the primary organization by utilizing 
the weak security posture of vendor systems. In most cases the attackers' motivation 
is to gain access to source code and customer data. 

Supply chain attacks will continue to increase in the forthcoming year and 
organizations could face major financial losses if they fail to be careful. Experts are 
expecting an alarming 400% increase in supply chain attacks and recommend that 
organizations establish good practices and coordinated actions to attain an 
appropriate level of security. 

3. Supply chains will be targeted extensively

https://l.ermetic.com/wp-idc-survey-results?
https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks


11      Cybersecurity Outlook for 2022

The growth of cryptocurrency has been enormous and cyberattackers have started 
using it to their advantage. Phishing mails based on crypto have increased and threat 
actors have started impersonating themselves as legit crypto traders.

Hackers have also started demanding ransom be paid in cryptocurrency. The digital 
format of crypto makes them decentralized and without any regulations. Attackers 
are exploiting this loophole, making millions of dollars in the process.

4.Cryptocurrency-related cyberattacks
will steal the show

https://www.thehindubusinessline.com/info-tech/cryptocurrency-related-cyberattacks-are-on-the-rise-report/article35048000.ece
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Defending against cyberthreats is a herculean task. However, it is not impossible.
Organizations need to be proactive to detect and defend against threats; many organizations 
and individuals don't realize the threat until it's too late.

Here are some tips to secure that can help organizations secure their networks
from impending threats in 2022.

Cyberdefense for 2022

Cloud security has become the need of the hour with organizations shifting 
their entire operations to the cloud. Though there are several tools and 
techniques to secure the cloud, and cloud access security broker (CASB) 
tops the list.

CASB is a software or hardware that act as an intermediary between users 
and cloud service providers. It can help address security gaps in different 
environments, such as Software as a Service, Platform as a Service, and 
Infrastructure as a Service. 

CASB helps organizations extend the reach of their security policies from 
their existing on-premises infrastructure to the cloud and create new 
policies for cloud-specific contexts to provide better visibility. 

Increase investments on CASB  

Organizations are in a rush to migrate from on-premises to the cloud. 
However, organizations often face a lot of challenges in the process. 
Misconfigurations of the cloud leads to network vulnerabilities that can be 
exploited by cybercriminals.

Migrate to the cloud securely

$
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The lift and shift approach to the cloud makes it more difficult for security 
administrators. Though it makes the process easier, this approach can have 
a huge impact on network security. The shift in the environment forces 
organizations to make changes to their security architecture to match the 
cloud-specific requirements. This often creates a lot of confusion. 

Furthermore, since the cloud has shared security policies, the service 
provider only assures minimal security and organizations are responsible 
for the security of their applications. This is why it becomes essential to 
tailor-make security policies especially for the cloud.

It's time to adapt zero trust network access (ZTNA). Organizations have 
been using VPN to grant users remote access to the resources of the 
organizations. However, with the increase in adoption of the cloud and the 
surge in VPN-based attacks, it's time for organizations to shift their focus to 
a more visible, secure, and reliable model.

ZTNA enables secure access to internal applications for remote users. It 
creates an identity-and context-based, logical access boundary around an 
application, or a set of applications, and restricts user access. Rather than 
authorizing users and granting them access to the network, ZTNA grants 
access to specific applications, thereby reducing the attack surface. It 
provides better connectivity, improved visibility, and an additional layer of 
security to the organization's resources by not exposing it directly to the 
internet.

Implement ZTNA 

https://www.helpnetsecurity.com/2021/06/15/vpn-attacks-up/
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Multi-factor authentication (MFA) provides an additional layer of security to 
the sign in process by combining the capabilities of two or more 
independent credentials. When accessing accounts or applications, users 
must provide additional identity verification, such as scanning a fingerprint 
or entering a code received by phone. It prevents hackers from gaining 
entry to your online services, data servers, or network using stolen 
credentials.

Establish MFA 

It is also advisable to regularly conduct security audits to evaluate the 
security posture of the organization. Analyzing the IT framework can 
highlight weaknesses, loopholes, and vulnerabilities that exist in the 
network. Organizations can also invite ethical hackers and conduct bounty 
contests to help identify critical loopholes that need to be patched 
immediately.

Conduct security audits regularly

A network operations center (NOC) and security operations center (SOC) 
help safeguard an organization’s assets. While the NOC helps to maintain 
optimal network performance, the SOC helps to detect, investigate, and 
resolve cyberthreats. Though these are independent, to ensure complete 
network security, these teams should work closely with each other, sharing 
resources, and insights.

NOC and SOC must work hand-in-hand
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Organizations should keep track of security trends. By monitoring the 
security landscape, organizations can understand threat patterns, and 
patch vulnerabilities in their networks to stay protected from known threats. 
Analyzing security incidents in the industry provides insights on new attack 
vectors that threat actors are using, different indicators to look for, and 
steps to take for mitigating the impact of similar attacks.

Stay aware of IT security trends

No matter how careful, organizations find it nearly impossible to monitor an 
entire network manually. Organizations must deploy strong security 
information and event management (SIEM) solutions to track network 
activities, detect threats, and provide comprehensive reports. These 
solutions can help automate threat mitigation by alerting administrators 
when anomalous activity is detected in the network.

SIEM is essential
SIEM
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2021 was as unforgiving as 2020 in terms of cybersecurity, with attackers utilizing every 
opportunity to launch an attack at organizations. Cybercrimes skyrocketed and the changes in 
the IT landscape facilitated the invention of new attack techniques.

As organizations continue to toil in the fight to secure their network, they must remember that an 
attacker knows their network better than them. Organizations often ignore the need to establish 
strong security systems. By the time they realize its importance, it is often too late. A vulnerable 
network is an attacker's paradise.

The sudden shift in the IT paradigm has made network monitoring even more difficult. However, 
the quandary about security policies, such as who's responsible for data privacy in the cloud, the 
lack of access control, and other factors has bolstered the malicious confidence of 
cyberattackers. 

Security teams need to be on their toes if they wish to secure their network. They must have a 
clear understanding of their security system's capabilities and be able to gauge the intensity and 
sophistication of the attack. It is crucial to understand the intention and motivation of the 
attacker before developing the remediation plans. Not all cybercrimes happen with financial 
motives.

Having said that, organizations should also ensure that they regularly update their IT 
infrastructure. As attackers evolve, defense mechanisms should also be enhanced to match the 
changing requirements. Organizations need to be proactive, rather than reactive, to security 
incidents.

Conclusion
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security attacks with effective log management and in-depth AD auditing.
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